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1  SUMMARY  

Interface specification is a design document defining the process, technologies, data and 

infrastructure required to meet the integration goals between multiple systems. 

Interface specification does not define how endpoints integrating are implemented ï it defines the 

requirements that endpoints involved in the integration process should meet and the way in which 

these endpoints should communicate. 

This document describes the specification of the interfaces that can be used by the external parties 

and customers of the Latvijas Valsts radio un televǭzijas centrs (LVRTC) Certification Service 

Provider (CSP) to communicate with public services (authenticated and non-authenticated) 

exposed by LVRTC CSP information system (IS). 

1.1 Goal 

The goal of the document is to define the ways in which software development companies can 

leverage the services provided by various publicly exposed components of CSP IS, electronic 

document format and certificates issued by LVRTC CSP. 

1.2 Target Audience 

Document is primarily intended for the developers and software architects of companies building 

software to integrate with LVRTC CSP IS. 

It is also intended for technical and business decision makers that need to understand the 

approaches and implications of integrating their systems with and using services of LVRTC CSP 

IS. 

1.3 Document Structure 

The document consists of five sections and a summary: 

Þ Summary provides general information on the document including goals, target audience, 

terms and abbreviations and references used. 

Þ Constraints and Assumptions provides list of constraints and assumptions that were taken 

into consideration during the design of the integration interfaces. This information provides 

some context on why some of the design decisions are as they have been defined. 

Þ Overview of Services Provided is a general description of the services exposed to external 

parties and customers of the LVRTC CSP. This section allows business and technical 

decision makers to understand which services they can get from LVRTC CSP to bring them 

into the context of applications they are building. 

Þ Supported Scenarios describes: 

Á the components of the LVRTC CSP exposed to external parties and customers of the 

LVRTC CSP, 

Á the components of interest to external parties developing applications. 

The section is considered to provide the overall context and information to non-technical 

readers. 

Þ Electronic Document Format provides a high level description of electronic document 

format for documents produced by document authoring application. It also describes the 

document validation steps. 

Þ Interface Design describes logical interface design of the components that can be 

interfaced programmatically and how the logical interfaces of the public components 
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defined in logical design are implemented from the point of view of technologies, protocols 

and security. 

Document also has multiple appendixes that provide additional technical information on topics 

discussed in main sections of the document. 

1.4 Terms and abbreviations 

Terms and abbreviations used in the document are described in the Table 1. 

Term or abbreviation Description 

API Application Programming Interface 

ASN.1 Abstract Syntax Notation number One (notation used for formal description of communication 

protocols) 

CA Certification authority 

CRL Certificate Revocation List 

CSP Certificate Service Provider 

DER Distinguished Encoding Rules (one of the encodings used in ASN.1) 

EDoc Electronic document format name 

GUI Graphical User Interface 

IS Information system 

LDAP Lightweight Directory Access Protocol 

LVRTC Latvijas Valsts radio un televǭzijas centrs 

LP Latvian Post 

LR Republic of Latvia 

OCSP Online Certificate Status Protocol 

RFC Request for comments (Internet community document) 

SSL Secure Sockets Layer 

TSA Time stamping Authority 

TSP Time stamping Protocol 

XAdES-BES XAdES Basic Electronic Signature 

XAdES-T XAdES with Time-stamp 

XAdES-C XAdES Complete validation data 

Table 1: Terms and abbreviations used in the document 

1.5 References 

Details on the documents referenced are provided in Table 2. 

# Referenced document details 

1.  Parliament of the Republic of Latvia, Electronic Documents Law, November 2002 

2.  Myers, M., Ankney, R., Malpani, A., Galperin, S., Adams, C., X.509 Internet Public Key Infrastructure: Online Certificate Status 

Protocol - OCSP. RFC 2560, June 1999 

3.  C. Adams, P. Cain, D. Pinkas, R. Zuccherato, Internet X.509 Public Key Infrastructure Time Stamp 

Protocol (TSP), Network Working Group, RFC 3161, August 2001. 
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# Referenced document details 

4.  Eastlake 3rd D., Reagle J., Solo D., (Extensible Markup Language) XML Signature Syntax and Processing. (XML-DSIG), RFC 

3275, March 2002 

5.  XML Advanced Electronic Signatures (XAdES), ETSI TS 101 903, v 1.3.2, March 2006 

6.  XML Schema Part 2: Datatypes. W3C Recommendation, XML Schema 2, 02 May 2001 

7.  Standard ECMA-376, Office Open XML File Formats, 1st edition, Part 2: Open Packaging Conventions, December 2006 

8.  SOAP Message Transmission Optimization Mechanism, W3C Recommendation 25 January 2005 

9.  Web Services Security: SOAP Message Security 1.1 (WS-Security 2004), OASIS Standard Specification, 1 February 2006 

10.  ITU-T Rec. X.501, "The Directory: Models", 1993 

11.  ITU-T Rec. X.511, "The Directory: Abstract Service Definition", 1993 

12.  R. Housley, W. Polk, W. Ford, D. Solo, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) 

Profile, April 2002 

Table 2: Documents referenced 

The Open Packaging Conventions specification is published on ECMA web site 

(http://www.ecma-international.org). 
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2  CONSTRAINTS AND ASSUMPTIONS  

Constraints and assumptions on which the interface design is based and technologies where 

chosen are defined in Table 3. 

# Description 

1.  Users (end-users and systems) of LVRTC CSP online services have a working Internet connection  

2.  Internet connection is available to relying parties and subjects of the system on a regular basis, i.e., there are no periods of 

Internet connectivity not being available 

3.  Timestamps are required only for subjects signing electronic documents - no need for mass production of timestamps 

4.  Relying parties call OCSP service without a proxy service that caches all HTTP responses or using a proxy that respects 

appropriate HTTP headers for not caching responses 

5.  eDoc format uses open standards to define document structure and its elements 

Table 3: Constraints and assumptions taken into account during the interface design  

 



Prepared for LVRTC 

 

Page 5 

 

Public Interface Specification, LVRTC CSP Information System, Version 1.1 Final 

Prepared by Aldis ViǸums 

"LVRTC CSP Public interfaces for 3rd parties v1.1" last modified on 25 Feb. 10, Rev 8 
 

3  OVERVIEW OF SERVICES PROVIDED  

3.1 Solution Perspective 

Since year 2001 Latvian government have been developing e-government strategy, which provides 

a roadmap and priorities for development of e-services in different areas. LR Electronic Documents 

Law (see [1]) regulates the way of electronic documents usage in the territory of Latvia and 

specifically in areas regulated by central and local governments. This law is in force since January 

1
st
, 2003. 

On the year 2003 government of Latvia had set priority to make e-services portfolio available for 

Latvian residents in 4 years. One of the prerequisites of making e-services available is to have 

accredited Certification Service Provider in place. Latvijas Pasts (LP) management had made a 

decision to expand its services portfolio by offering certification services to Latvian residents and 

government organizations in Latvia. This decision had been extended by partnering with 

Lattelecom who agreed to become a hosting organization of LP CSP IS by providing its Data 

Center facilities and computing resources. 

In 2009 Latvijas Pasts transferred the CSP function to Latvijas Valsts radio un televǭzijas centrs 

(LVRTC) that became the operator of existing LP CSP (until last end-user certificates expire) and 

created a new certification provider infrastructure for all future certificate issuance tasks and 

provisioning of certificate and e-signature related services. 

In process of creation of new LVRTC CSP, information system used by Latvian Post was extended 

and updated both at the infrastructure level and from functional perspective to meet new 

requirements and use latest technologies available. 

3.2 Services Provided 

LVRTC CSP IS solution provides certification services for Latvia government and residents 

enabling: 

Þ creation and usage of electronic documents; 

Þ secure subject authentication.  

LVRTC CSP IS public services are displayed in Figure 1. 

 
Figure 1: LVRTC CSP IS public services 
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LVRTC CSP IS solution exposes the following public services: 

Þ certificate directory services; 

Þ time stamping services (for authenticated users only); 

Þ certificate status validation services; 

Þ electronic document authoring (and validation) services (as a standalone application); 

Þ self-service web site. 

Self-service web site acts as a GUI front-end for majority of API based public interfaces and 

provides following functionality: 

Þ certificate status validation using certificate status validation services; 

Þ searching and downloading certificates using certificate directory services; 

Þ downloading electronic document authoring and validation application. 

For customers of the LVRTC CSP, self-service web site provides additional functionality of viewing 

system log information relative the customer (e.g., timestamps requested, certificate status 

requests, certificate status changes). 

Electronic document authoring is enabled via client application that in case of LVRTC allows users 

to create and validate documents created and signed by customers of LVRTC and Latvian Post, 

because application recognizes certificates of both LVRTC and Latvian Post certification authorities 

and also chooses appropriate timestamping authority based on userôs certificate.  

In this document GUI based interfaces of the document authoring application and self-service web 

site are not described in details because they are not exposing interfaces for external systems - 

only for physical persons. 

3.3 Other Interactions Points 

Although services provided by the system are direct interaction points because external systems 

interact with them directly (for example, by calling service end-point), there are other interaction 

points that should be considered interfaces between LVRTC CSP and third party systems: 

Þ electronic document format ï is used by standalone application provided by LVRTC, but 

also can be used by any third party to create, parse and validate electronic documents as 

well; 

Þ subject certificates ï are issued by LVRTC CSP IS, but can be used by relying parties that 

need to validate certificates, extract information included in them. 

3.4 LVRTC CSP IS User Entities 

There are two external user groups using LVRTC CSP IS: 

Þ Customers; 

Þ Relying parties. 

3.4.1 Customers 

LVRTC CSP Customers are: 

Þ residents of the Latvia who have applied for and received smart card and certificates from 

LVRTC CSP or 

Þ organizations that have signed up for services provided by LVRTC CSP. 

Residents can: 

Þ use self-service web site to receive services provided there; 
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Þ use either electronic document authoring application or any other custom application to 

create and validate electronic documents (as part of this they can access timestamp service 

to receive electronic timestamps); 

Þ authenticate in self-service web site or any other external system that provides user 

authentication service using authentication certificate of LVRTC CSP. 

Organizations (systems on behalf of organizations) that are customers of LVRTC CSP can use 

time stamping service to request timestamps for signed documents or for timestamping other 

electronic data. 

Customers can also act in role of relying parties and use LVRTC CSP IS services available on-line 

to get information about and validate certificates of other LVRTC CSP customers, use authoring 

application to validate electronic documents. 

Throughout the document customers that are residents and have received smart card with digital 

signature and authentication certificates are also called subjects in accordance to typical PKI 

terminology. 

3.4.2 Relying Parties 

Relying parties are external users and systems that use services of the LVRTC CSP IS or 

certificates and CRLs issued by the LVRTC CSP IS to: 

Þ validate documents signed by the LVRTC CSP customers; 

Þ search and validate certificates of LVRTC CSP customers in LDAP certificate directory; 

Þ authenticate users accessing relying parties system and using LVRTC CSP issued 

authentication certificate to prove their identity. 

Because relying parties cannot be authenticated (they are not registered by LVRTC CSP IS), they 

can access only publicly available services. 
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4  SUPPORTED SCENARIOS  

This section describes business scenarios possible for third party systems using certificates or 

services provided by LVRTC CSP IS. 

Scenarios include situations where: 

Þ on-line services of LVRTC CSP IS are called as part of the scenario and 

Þ third parties operate with certificates issued by LVRTC CSP or eDocuments created 

according to e-document format originally developed by Latvian Post without interaction 

with on-line services of LVRTC CSP. 

4.1 Subject Identification 

Identification of subject is the main usage scenario for which identity systems are created, i.e., it 

allows to authenticate subject based on information in subjectôs certificate. 

Note that subject identification is often a task in larger scenarios (user authentication in a web site, 

e-document validation where information on creator of signature needs to be retrieved and 

displayed, for example). 

To perform subject identification when subject certificate (digital signature or authentication) is 

available, one must understand the information included in various important fields/extensions of 

the certificate. 

4.1.1 Subject Certificates 

The LVRTC CSP certification authority (CA) offers two types of public certificates - one for 

authentication and one qualified for signature creation and verification, together on a smart card. 

There are also two associated private keys, protected by the same PIN code, on the card. 

Certificates issued by LVRTC CSP CA are suitable for authentication purposes and digital signing 

of electronic documents (including e-mails). 

Certificate applicability conforms to the qualified certificate requirements stated by the LR 

Electronic Documents Law. Certificates are issued and signed by LVRTC CSP CA and consist of 

the attributes in compliance with the LR Electronic Documents Law. 

Both subject certificates contain following mandatory attributes: 

Þ LVRTC CSP organization name, registration number and country; 

Þ Subject first name, last name or pseudonym (pseudonym can be present only in signature 

certificate); 

Þ Subject personal code, assigned to a person by Latvian Residents Register (IedzǭvotǕju 

reǥistrs); 

Þ Certificate validity period; 

Þ Unique certificate ID (serial number); 

Þ Subjectôs RSA public key. 

Qualified certificates also have a User notice and QC Statements extension stating that the 

certificate is qualified. 

All subject certificates are signed by LVRTC CSP CAôs private key. Because of that Issuer field of 

subject certificates issued by LVRTC CSP IS contains X509 Distinguished Name having following 

structured value: 

Þ countryName = LV 

Þ organizationalUnitName =  Sertifikacijas pakalpojumu dala 
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Þ commonName =  E-ME SI (CA1) 

Certificates issued by LVRTC CSP must be used according to the X.509 v3 key usage field as set 

by LVRTC CSP. Certificates may contain additional attributes depending on certificate usage 

policy. 

4.1.2 Identifying Information Locations 

Primarily information identifying subjects is located in Subject field of the certificate where it is 

encoded as X.509 Distinguished Name.  

The following attributes described in Table 4 are used in Subject field of subject certificates. 

Name Value Comment 

commonName Combination of given name (names) and surname with 

spaces as separators  

or  

ñPN: <pseudonym>ò  

Pseudonym can be used only for 

qualified digital signature certificates. 

givenName Given name or names of subject (if there are multiple 

names, spaces are used for their separation). 

Given name field is mandatory except 

for cases when subject pseudonym is 

included in certificate. In case 

pseudonym is included, givenName is 

not included in certificate. 

surname Surname of subject (if there are multiple names making 

up surname, spaces are used for their separation). 

Surname field is mandatory except for 

cases when subject pseudonym is 

included in certificate. In case 

pseudonym is included, surName is not 

included in certificate. 

serialNumber Unique ID Number (personal code as defined by Latvian 

Residents Register). 

Format of the value ñdddddd-dddddò, 

where ñdò represents digit. 

organizationalUnitName Subjectôs organizational unit name. Optional attribute. 

organizationName Subjectôs organization name. Optional attribute. 

countryName LV According to ISO 3166 

Table 4: Identifying information located in Subject field of subject certificates 

Secondary identifying information of subjects is e-mail address. If subject chooses to include her e-

mail address into certificates, then e-mail address included in sub field RFC822Name of certificate 

extension Subject Alternative Name. This value is included in both ï digital signature and 

authentication certificates.  

4.2 Subject Authentication 

Subject authentication is a scenario where subject is being identified based on information in 

authentication certificate provided as part of login into a third party system. 

In typical case of a web application this would be implemented by establishing SSL connection to a 

web site using client side authentication (that requires subjectôs authentication certificate to be 

supplied). In this case web server would receive certificate details and would be able to validate 

certificate (see section 4.4) and after that identify person using personal code and other information 

included in the certificate (see section 4.1). 

4.3 Certificate Search 

To allow third parties to search for certificates of subjects based on basic personal information of 

subjects, LVRTC CSP solution provides LDAP based certificate directory containing subject 

certificates. 
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Certificates are published into certificate directory only if they are active and subject has given 

consent to publish his/her certificates. 

Third parties (their IT systems or application) can use LDAPv3 protocol compliant queries using 

ASCII or UTF8 encoding to query certificate information. 

Certificate directory service is configured to return limited amount of data for each query to prevent 

DoS attacks and flood of data. Therefore queries should supply precise query information to get the 

entries of interest, for example, search should be performed based on personal code of the person. 

Typical certificate directory search process is displayed in Figure 2. 

 
Figure 2: Certificate directory search process 

Certificate directory search process consists of the following steps: 

1) Open connection. The client opens a TCP connection to an LDAP server and submits a 

bind request. The bind operation includes the name of the directory entry; 

2) Submit search request. The client submits a search request to the server; 

3) Perform search request. The server performs the search request; 

4) Return the matching entries. The server returns the matching entries to the client; 

5) Compare certificates. The client can compare the certificates received (if they are many) 

to identify the one that was searched for, e.g., if only authentication certificate of a person 

was needed, third party application needs to find it in the list of certificates returned; 

6) Close connection. The client submits an unbind request to the server and closes the 

connection. 

4.4 Certificate Validation 

Certificate validation ensures that the certificateôs information is authentic, that it is active at a given 

moment, that the certificate is used only for its intended purposes, and that the certificate is trusted. 
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Certificate authenticity, intended purposes and trust is checked by compliant third party clients on 

their own according to Certificate and CRL profile standard (see ref [12]). 

For checking subject certificate activity status, LVRTC CSP provides three ways (described in the 

order of usage preference): 

1) Online validation of certificate status using Online Certificate Status Protocol 

(OCSP). OCSP responses reflect the actual real-time certificate status. OCSP responder 

operates directly with master LVRTC CSP CA certificate database and does not use CRLs. 

This is also the most convenient method of verifying certificate validity. 

Online validation using OCSP is suggested method of validating certificate status. 

2) Validation against CRLs. CRLs contain a list of suspended and revoked certificates. 

CRLs are standard but outdated method, because they can grow very fast in size and it is 

not convenient to use them from third party applications.  

CRLs are published in LDAP Certificate directory and in HTTP web site of LVRTC CSP. 

CRL publication is regular and depends on CRL publication interval (different for each CA), 

thus when using CRLs, status information has some staleness.  

CRLs are provided mainly for backwards compatibility and standards compliance. Note that 

LVRTC CSP does not provide Delta CRLs. 

This is suggested method for offline validation of the certificate status. 

3) Validation based on LDAP directory information ï if certificate is found in LDAP 

directory, it is valid (subject to small ï maximum of 30 minutes, delay for data replication 

from primary certificate data store to LDAP directory). 

However this method is not suggested, because there will be valid certificates not 

published in the directory and this will cause problems for those customers that do not 

publish their certificates. 

Conceptual certificate offline validation schema is displayed in Figure 3. 

 
Figure 3: Conceptual certificate offline validation schema 
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Conceptual certificate validation process consists of the following steps: 

1) Initiate certificate validation. The client initiates certificate validation process. When a 

certificate is presented to an application, the application must use the certificate chaining 

engine of operating system to determine the certificateôs validity; 

2) Certificate discovery. To build certificate chains, the certificate chaining engine must 

collect the issuing CA certificate and all CA certificates up to the root CA certificate. 

Normally full chain of certificates will be included already as part of electronic signature; 

3) Collect certificates from Local Certificate Store. In case the CA certificates are not 

available in signature they can be collected from Local Certificate Store, if they have been 

added to Trusted Root Certification Authorities folder of the Local Certificate Store. This 

can be done by operating system automatically; 

4) Path validation. Each certificate in the certificate chain must be validated until a self-

signed root certificate is reached (root certificate should be defined as trusted ï on 

Windows this is done by having root certificate in Windows current user Trusted Root 

Authorities list). Validation tests can include verifying signatures of certificates, checking for 

specific application or certificate policy and determining whether certificates are included in 

particular certificate stores; 

5) Revocation checking. In case of offline validation the application checks revocation status 

for each certificate against the CRL; 

6) Access local CRLs. CRLs are retrieved from local operating system cache. The cached 

CRLs are used to prevent excess network traffic. Because CRLs are cached for some time, 

this method doesnôt provide real-time certificate status. 

Conceptual certificate online validation schema is displayed in Figure 4. 

 
Figure 4: Conceptual online certificate validation schema 
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Conceptual certificate validation process consists of the following steps: 

1) Initiate certificate validation. The client initiates certificate validation process. When a 

certificate is presented to an application, the application must use the certificate chaining 

engine of operating system to determine the certificateôs validity; 

2) Certificate discovery. To build certificate chains, the certificate chaining engine must 

collect the issuing CA certificate and all CA certificates up to the root CA certificate. This 

can be done by third party application itself. Usually it is done by operating system; 

3) Collect certificates from Certificate Directory Service. CA certificates can be collected 

from Certificate Directory Service or operating system cache; 

4) Path validation. Each certificate in the certificate chain must be validated until a self-

signed root certificate is reached. Validation tests can include verifying signatures of 

certificates, checking for specific application or certificate policy and determining whether 

certificates are included in particular certificate stores; 

5) Certificate validation. Each certificate in the certificate chain must be validated until a 

self-signed root certificate is reached. In online scenario the certificate status is requested 

by means of OCSP requests; 

6) Collect certificate status. OCSP responder provides a real-time certificate status. 

Certificate Validation Service provides online access to following information: 

Þ Certificate Status of Root CA; 

Þ Status of certificates issued by Root CA; 

Þ Status of certificates issued by all Policy CA; 

Þ Status of certificates issued by all Issuing CA. 

All certificates are at any time verifiable by OCSP Validation Service. The OCSP Responder of 

LVRTC CSP is based upon Online Certificate Status Protocol (OCSP) according to RFC 2560.  

Note that although the same URL is used for validating certificates issued from any CA in the 

hierarchy, one status request should contain status enquiries only about certificates issued by one 

CA. This is needed because dedicated OCSP responder of one particular CA will be the one to 

sign the status response.  

This approach means that there is no single OCSP responder certificate that needs to be trusted by 

a third party. Instead, third parties should validate that OCSP response was signed by trusted 

OCSP responder of the CA that issued certificates for which status was requested. See RFC 2560 

for more details (see ref [2]). 

4.5 Time Stamping 

Important documents in real life (purchase orders, insurance contracts or partnership agreements) 

are always first dated, and then signed. Doing so, the signer acknowledges both the document is 

authentic and its date is valid. 

Electronic document time stamping sticks to the same philosophy: a date is first appended to the 

document and then digitally signed. The process protects the document against both content and 

date forgery. A time stamp is simply a data unit that proves that certain data existed at a certain 

moment. 

TSA component is responsible for providing the time stamping functionality to the clients of the 

LVRTC CSP. It provides time stamping services for authenticated clients of the LVRTC CSP IS.  

Authentication is performed using subject authentication certificates that are used to establish 

secure (SSL) and client authenticated channel with timestamping service. Thus, information in 

authentication certificate is used by service to identify callers. 
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Time stamping services are based upon TSP (time stamping protocol) defined by the RFC 3161 

standard.  

LVRTC CSP time stamping service can be used by third party applications for time stamping 

electronic documents. It is also used by standalone electronic document signing application 

provided by LVRTC. 

Time stamping process is displayed in Figure 5. Basically, two different entities are involved in time 

stamping process: 

Þ authenticated user: 

Á sends over a time stamp request asking for one of his documents (to be precise ï 

document or signature hash) to be time stamped; 

Á verifies the received timestamp and TSA signature upon response; 

Þ a server, named time stamp authority (TSA), is responsible for time stamping. It is trusted to 

maintain an accurate clock and sends back a time stamp response signed by the 

timestamp authority. 

Time stamp request 

The structure of a time stamp request is very simple. It contains the hash of the document (in case 

of electronic documents it is typically a signature that gets timestamped) to time stamp, a protocol 

version number and some more optional parameters, specified in physical design section. Note the 

hash of the document (signature) is sent across to TSA, not the full document. As a matter of fact, 

for confidentiality and/or efficiency reasons, client might not wish to send over his data in clear text. 

Time stamp response 

The time stamp response structure is much more complicated: the document hash originally 

received by TSA, current date, unique response ID and optionally TSAôs certificate. The response 

is signed using TSA private key. 

Process of getting a timestamp is illustrated in Figure 5.  
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Figure 5: Time stamping process 

Time stamping process consists of the following steps: 

1) Hash document or signature value. Hash is calculated for the document (documentôs 

signature) to be time stamped; 

2) Create and send timestamp request. Time stamping request is created and sent to the 

trusted time stamp authority, using standard HTTPS protocol (when subjects submit 

timestamp requests, at this stage they need to authenticate using authentication certificate, 

which in turn requires PIN code to be entered); 

3) Authenticate caller. Timestamping authority authenticates caller using information in 

authentication certificate and bills caller for the timestamp. If customer does not have 

enough money of the account to receive timestamp, request is rejected using appropriate 

TSA response status code; 

4) Get time. Trusted timestamp authority is responsible for getting accurate time; 

5) Sign by authorityôs private key. Timestamp resulting structure is encapsulated in a 

cryptographic message which is signed by the TSA with its private key. TSA certificate is 

embedded in the response as well; 

6) Send back response. The time stamp is received back to caller as a response to initial 

HTTPS request; 

7) Embed time stamp in document. Resulting time stamp is usually embedded in the 

signature being timestamped.  
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4.6 Electronic Document Authoring  

Certificates and services provided to subjects of LVRTC CSP are sufficient to use any X.509 

compliant third party application to sign and validate electronic documents, for example MS Word 

documents, e-mails. 

But to fully comply with all scenarios defined in Latvian Electronic Documents law (see ref [1]), 

LVRTC CSP also provides a standalone application for document authoring and signing (signer 

application) as well as electronic document format specification. The electronic document format 

and application provided by LVRTC CSP: 

Þ allows signing any files as format acts as a signed envelope (container) and  

Þ enables usage of timestamps.  

Signer application is available for free. Document format can also be freely implemented into third 

party applications. 

4.6.1 Signer Application 

The application for document authoring and signing provides following functionality: 

Þ creating electronic document, corresponding to eDoc format initially specified by Latvian 

Post; 

Þ digitally signing electronic document; 

Þ timestamping the electronic document (by adding timestamp into signature); 

Þ verifying signatures and their timestamps. 

Signer application is supported on Microsoft Windows 2000, Microsoft Windows XP, Microsoft 

Windows Vista operating systems. It is a standalone rich client application. 

The typical electronic document authoring and signing process consists of the following steps: 

1) Launch application; 

2) Choose EDoc template; 

3) Choose one or multiple documents from file system; 

4) Specify metadata for electronic document; 

5) Choose the signature type (without timestamp, with timestamp, with timestamp and full 

validation information embedded); 

6) Application requests the smartcard to be inserted in the reader; 

7) User enters PIN code; 

8) Application then forms the document according to specification, signs the document and 

incorporates the timestamp of signature (if signature type requires it); 

9) User can save this document into file system or send it by e-mail to other party. 

The typical electronic document time stamp and signature verification process consists of the 

following steps: 

1) Launch application; 

2) Choose and open electronic document; 

3) If the document format is correct, user can examine the original documents, metadata, time 

stamps and signatures, otherwise user will receive error message; 

4) User can verify signature (or signatures) and timestamp that is part of signature; 
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5) Application performs various checks of signatures, their certificates, timestamps, their 

signatures and certificates etc. If application is on-line, it uses OCSP for status checks, if it 

is offline, CRLs are used; 

6) User can extract and save original documents into file system. 

4.6.2 Electronic Document Format 

Electronic document (EDoc) is hierarchical container, which contains: 

Þ EDoc metadata; 

Þ Original documents (files); 

Þ Zero or more signatures. 

Electronic document schematically is displayed in Figure 6. 

 

Figure 6: Electronic document format 

EDoc uses a file container that conforms to the Open Packaging Conventions. The Open 

Packaging Conventions describes the method for packaging information in a file format, describing 

metadata, parts, relationships and application of digital signatures. The Open Packaging 

Conventions use open technologies such as XML and the ZIP archive file format and is 

documented as part of ECMA standard for the Open XML Formats (see ref [7]). 

Signatures embedded in the document are based on the international standards XML-DSIG and 

ETSI TS 101 903. XML Advanced Electronic Signatures (XAdES) [ETSI TS 101 903] defines a 

format that enables structural storage of signed data, signature and security attributes associated 

with digital signature (e.g. validity confirmations). 

Electronic signature format of EDoc can be based on XAdES-BES, XAdES-T or XAdES-C profiles. 

Signature profile can be selected for each signature by user during document signing. The list of 

allowed signature profiles for specific business document is defined by EDoc template used to 

create the document. 

XAdES-BES profile defines the basic electronic signature without a time stamp. 

The main distinguished feature of XAdES-T profile is a presence of time stamp. An electronic 

signature with timestamp adds the time-stamp to the electronic signature which is the initial step to 

the long-term validity of the signature. Input to the time-stamping process is the digital signature 

value. The XML equivalent to this structure is XAdES-T. 
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XML Advanced Electronic Signature with Complete validation data references (XAdES-C) 

additionally includes full chain of certificates used for signature as well as full certificates revocation 

information. This type of signature ensures the documents can be used the longest time as 

signature includes all information required to validate it even offline without certificate services 

involvement and long after expiry of service certificates (OCSP responder certificate, for example). 

In order for a digital signature to be considered technically valid (according to the ISO definition of 

digital signature), the signature must be created while the signer's certificate is valid. Time-stamp 

together with certificate status information can prove that fact. 

EDoc format provides the following features: 

Þ Signature can be given to one or many documents (files included in the package) at the 

same time; 

Þ Signature can be used to sign the metadata; 

Þ Zero or many signatures can be attached per container; 

Þ Original document can be structured XML document or any binary file (Word, Excel, PDF 

etc). 

EDoc format in future can be an interface between: 

Þ users creating documents in signer application and sending them to users having third party 

application; 

Þ users creating documents of the same format in third party application and sending them to 

users having application distributed by LVRTC. 

An electronic signature has two types of components: some components must be present 

(mandatory) in the electronic signature (as required by ETSI TS 101 733), while others are optional. 

Some of those components (when present) must be protected by a digital signature. The following 

Table 5 provides a list of signature components, which are mandatory in EDoc signatures. All 

components must be signed, i.e. protected by a digital signature. 

Component Name Component Description 

Signing time This is the time of signature as claimed by the signer. 

Certificate Identifier The signerôs Certificate could be contained within certificates field of the electronic signature 

structure. 

Reference to signature 

policy 

Signature policy is a set of rules the signer and verifier have to follow in order to get the same 

result when evaluating an electronic signature. 

Table 5: Overview of digital signature components 

4.6.3 Multiple Signatures 

In general electronic signatures can be sequential (counter-signatures) or parallel (co-signatures). 

Co-signature 

In case of parallel signature document (shown in Figure 7) each signature signs document 

(documents) and signed metadata sections. A co-signature is used when all parties agree on the 

content being signed. The validity of other signatures is not checked or confirmed. In the electronic 

signature structure each co-signature appears as an additional structure. All signature information 

structures are at the same level. 
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Figure 7: Parallel signature document 

Counter-signature 

In case of sequential signature document (shown in Figure 8) first signature signs document 

(documents) and signed metadata sections, other signatures sign previous signature in the list. By 

using a counter-signature the signer confirms the content being signed and also confirms the 

earlier signature. 

 
Figure 8: Sequential signature document 

EDoc format and signer application supports only counter signatures. 

4.6.4 Electronic Document Validation Process 

EDoc validation consists of multiple individual checks. Each check can return the following status: 

Þ If check is successful, it gets ñPASSEDò (or green) status; 

Þ If check fails, it gets ñFAILEDò (or red) status. In the case of failed check additional 

information about the reason of failure is returned to the application or user; 

Þ ñNOT CHECKEDò (or grey) status indicates that the check has not failed but there is 

insufficient information to determine if the check is valid. For example; OCSP service is not 

available. In this case EDoc can be validated again at some later time when additional 

validation information becomes available. Also, in the case of incomplete validation, 

additional information is returned to the application or user, thus allowing the application or 

user to decide what to do with partially correct EDoc. 

EDoc validation consists of the following checks: 

 Document  Signature 

Item# Check description Passed Failed Not 

checked 

 Passed Failed Not 

checked 

1.0 Verify EDoc 

1.1 Verify EDoc against EDoc 

general schema. Only success 

or fail possible. 

Valid Invalid -  - - - 

1.2 Verify EDoc document metadata 

against template. If template 

with the same ID missed in local 

cache than it should be 

downloaded from URL; if failed 

than final status is Not checked. 

Valid Invalid Valid with 

warnings 

 - - - 

2.0 Verify signatures 

2.1 Check signature structure 

matches declared signature type 

Valid Invalid   Valid Invalid  

2.2 Verify EDoc signature metadata 

against template. If template 

with the same ID missed in local 

cache than it should be 

Valid Valid with 

warnings 

Valid with 

warnings 

 Valid Invalid Valid with 

warnings 
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 Document  Signature 

Item# Check description Passed Failed Not 

checked 

 Passed Failed Not 

checked 

downloaded from URL; if failed 

than final status is Not checked; 

2.3 Check if signed hash matches 

the hash of the signed part 

Valid Invalid   Valid Invalid  

3.1 XADES-BES and XADES-T signature checks 

3.1.1 Build certificate chain, check if 

Root is trusted 

Valid Invalid -  Valid Invalid  

3.1.2 Check status of all certificates in 

the chain except root using 

OCSP. Suppose that OCSP-R 

certificate is checked here as 

well using CRL. 

Valid Invalid Check 

3.1.3 

 Valid Invalid Check 

3.1.3 

3.1.3 If 3.1.2. returns Not Checked 

check all the certificate chain 

(except root) using CRLs (Offline 

CRL check) 

Valid Invalid Invalid  Valid with 

warnings 

Invalid Invalid 

3.2 XADES-T signature checks (in addition to XADES-BES) 

3.2.1 Check Timestamp integrity 

(validate signature hash against 

timestamped hash) 

Valid Invalid -  Valid Invalid  

3.2.2 Check TSA certificate using CRL 

(Offline CRL check) 

Valid Invalid Invalid  Valid Invalid Invalid 

3.3 XADES-C signature checks 

3.3.1 Build certificate chain using 

certificate information in XADES-

C signature (ensures that chain 

can be built, status of certificates 

is not checked) 

Valid Invalid Invalid  Valid Invalid Invalid 

3.3.2 Check the Root of the chain is 

trusted Root 

Valid Invalid Invalid  Valid Invalid Invalid 

3.3.3 Check OCSP responses 

included in XADES-C contain 

valid status for all certificates in 

the chain 

Valid Invalid Invalid  Valid Invalid Invalid 

3.3.4 For each OCSP-R certificate 

build a chain (take OCSP 

certificate from OCSP 

Responses), ensure it is correct, 

valid at the date of signature and 

ends up with the same root as 

signer chain. 

Valid Invalid Invalid  Valid Invalid Invalid 

3.3.5 Check that no certificate in all 

OCSP-R chains is revoked (do 

not check root because root 

should be trusted) by looking at 

CRLs stored inside XADES-C. 

Valid Invalid Invalid  Valid Invalid Invalid 

3.3.6 Check Timestamp integrity 

(validate signature hash against 

timestamped hash) 

Valid Invalid Invalid  Valid Invalid Invalid 

3.3.6 Build TSA certificate chain 

(using TSA certificate in 

Valid Invalid Invalid  Valid Invalid Invalid 
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 Document  Signature 

Item# Check description Passed Failed Not 

checked 

 Passed Failed Not 

checked 

Timestamp), ensure it can be 

built 

3.3.7 Check that TSA chain ends up in 

trusted root. 

Valid Invalid Invalid  Valid Invalid Invalid 

3.3.8 Check that no certificate in TSA 

chain is revoked or expired at 

the moment of signing (do not 

check root because root should 

be trusted) by looking at CRLs 

stored inside XADES-C. 

Valid Invalid Invalid  Valid Invalid Invalid 

3.3.9 Validate that time for OCSP 

responses used to validate 

signer chain is within grace 

period from time in TSA 

timestamp 

Valid Invalid Invalid  Valid Invalid Invalid 

3.3.10 Validate that CRLs used to 

validate TSA certificate chain 

were valid at the time in the TSA 

timestamp 

Valid Invalid Invalid  Valid Invalid Invalid 

3.3.11 Validate that CRLs used to 

validate OCSP-R certificate 

chains were valid at the time in 

the TSA timestamp 

Valid Invalid Invalid  Valid Invalid Invalid 

Summary EDoc is 

Valid if 

all are 

Valid 

EDoc is 

Invalid if any 

of those are 

Invalid 

According 

to results 

above 

 Signature is 

Valid if all 

are Valid 

Signature is 

Invalid if any 

of those are 

Invalid 

According 

to results 

above 

Table 6: EDoc validation checks 

The maximum diference between TSA timestamp and OCSP response (grace period) is defined to 

be 3 hours. 

It is possible to perform full validation of EDoc with all attached signatures or to validate each 

particular signature separately in which case only appropriate list of checks will be performed (see 

Signatures subsections in Table 6). 

As a result of EDoc validation output status of the EDoc or signature validation process can be: 

Þ ñVALIDò (or green) status. A Valid response indicates that the EDoc has passed verification 

and it complies with the EDoc validation policy; 

Þ ñVALID with WARNINGSò (or yellow) status. Typically it means that some minor checks 

have failed or returned ñNOT CHECKEDò status. It allows the application or user to decide 

what to do with partially correct EDoc or signature. The exact meaning of this status is 

defined by EDoc validation policy; 

Þ ñINVALIDò (or red) status. An Invalid response indicates that the EDoc has failed 

verification according to EDoc validation policy. 

4.6.5 Electronic Document Validation Policies 

EDoc validation policies are required to establish technical consistency when validating EDoc. 

When a comprehensive EDoc policy used by the verifier is either explicitly indicated by the signer 

or implied by the data being signed, then a consistent result can be obtained when validating the 

EDoc and attached signatures. When the EDoc policy being used by the verifier is neither indicated 



Prepared for LVRTC 

 

Page 22 

 

Public Interface Specification, LVRTC CSP Information System, Version 1.1 Final 

Prepared by Aldis ViǸums 

"LVRTC CSP Public interfaces for 3rd parties v1.1" last modified on 25 Feb. 10, Rev 8 
 

by the signer nor can be derived from other data then verifiers, including arbitrators, may obtain 

different results when validating an EDoc. Therefore, comprehensive EDoc policies that ensure 

consistency of EDoc validation are recommended from both the signers and verifiers point of view. 

The EDoc validation policy defines a number of rules that have to be followed by both the signer 

when producing the EDoc and by the verifier when verifying such an EDoc. A given 

legal/contractual context may recognize a particular EDoc validation policy as meeting its 

requirements. Currently EDoc library supports only one built-in policy described in chapter 4.6.4. 
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5  ELECTRONIC DOCUMENT FORMAT  

Electronic document (EDoc) uses a file container that conforms to the Open Packaging 

Conventions, which describes the method for packaging information in a file format, describing 

metadata, parts, relationships and application of digital signatures. EDoc implements a subset of 

Open Packaging Conventions features. 

5.1 Open Packaging Conventions Overview 

5.1.1 The Package 

At the highest level, each EDoc document is stored in a package, meaning a ZIP archive containing 

a bunch of parts and items. A package is a logical entity that holds a collection of parts. The 

purpose of the package is to aggregate all of the pieces of an EDoc (or other type of content) into a 

single object. The parts are composed, processed, and persisted according to a set of rules. Parts 

have relationships to each other, as well as to the package itself. Parts have content types and are 

unambiguously addressed using the well-defined naming guidelines. 

Because the EDoc format will continue to evolve, packages are designed to accommodate 

extensions and support compatibility goals. 

The Open Packaging Conventions specification is available at ECMA web site (see [7]). 

Package sample is displayed in Figure 9. 

 
Figure 9: Package sample 

Parts are the chunks of content that make up the document, while items are descriptive metadata 

that defines how the parts are assembled and rendered. 

Items can be divided into: 

Þ relationship items (defining how parts are related); 

Þ content-type items (defining the content type of each part). 

Relationship items can be further divided into: 

Þ package relationships (relating a part to the package); 

Þ part relationships (relating one part to another). 












































