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1. levads

1.1.  Auditorija

Dokuments ir domats tiem, kas vélas importét uzticama sertifikacijas pakalpojumu
sniedzéja (USPS) jeb VAS “Latvijas Valsts radio un televizijas centrs” (LVRTC) un VAS
“Latvijas Pasts” (LP) izdotus saknes sertifikatus parlokprogramma Opera vai Mozilla

Firefox, lietojot operétajsistému Windows.

1.2. Noforméjums

Dokumenta tiek pielietots $ads noforméjums:

Noformeéjums Apraksts

Treknraksts Saskarnes elementi, tastatoras taustini.

Klikskinat Start -> Veicama komanda, pieméram, atvért izvélni Start; klikskinat uz Run.
Run

Hipersaite Saite uz aréju resursu.

1.3.  Par saknes sertifikata nepieciesamibu

LVRTC un/vai LP saknes sertifikata imports parlokprogramma ir nepieciesams, lai
automatiski bez bridinajumiem tiktu atvértas tas interneta lapas, kuras tiek izmantoti

LVRTC vai LP SSL sertifikati.

Parlokprogramma NepiecieSsams? Piezimes

Chrome Né Saknes sertifikats nav j@importé, jo

Safari péarlokprogramma izmanto Windows sertifikatu
glabatuvi.

Internet Explorer

Opera Ja Skatit sadalu 2. Imports parlokprogramma Opera.

Mozilla Firefox Ja Skatit sadalu 3. Imports parlokprogramma Mozilla
Firefox.

Lai importétu saknes sertifikatu, vispirms tam ir jabot saglabatam lokali uz

darbstacijas. Saknes sertifikati ir lejupieladéjami 3eit:

LVRTC vides: http://www.eme.lv/aia/E-ME%20SS1%20(RCA).crt.

LP vides: http://www.e-me.lv/aia/vas%20latvijas%20pasts%20ssi(rca).crt.
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2. Imports parlokprogramma Opera

2.1.  Vispariga informacija
Parlokprogramma Opera, atverot vala interneta lapu, kura ir izmantots
parlokprogrammai nepazistams SSL sertifikats, tiek paradits bridingjuma

dialoglodzins (1. attéls).

| Warning | Securiby

The server's certificate chain is incomplete, and the signer(s)
are nok registered, Accept?

Setver name:
WA, e, [y

1. attéls

Drosibas apsvérumu dél klikskinat pogu Approve nav ieteicams. Lai korekti tiktu
izveidots savienojums ar attiecigo lapu, ir jGizpilda soli, kas aprakstiti sadala 2.2.

Saknes sertifikata imports.

2.2. Saknes sertifikata imports

Piezime: Lai veiktu 3o proceduiru, saknes sertifikatam ir jabut pieejamam lokali.
Saknes sertifikatu lejupielades adreses skatit sadala 1.3. Par saknes

sertifikata nepieciesamibu.
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Lai importétu saknes sertifikatu parlokprogramma Opera, rikoties sadi:

1. Palaist Opera.

2. Klikskinat Tools -> Preferences.

Paradas parlokprogrammas parametru iestatisanas logs (2. attéls).

3. Kreisaja pusé izvéléties Security.

4. Klikskinat uz Manage certificates.

Mozilla Firefox

Tabs
Browsing
Motifications

Conkenk
Fonks
Downloads
Programs

Hiskaory
Cookies

Metwork,

Set master passwaord, .,

Ak Far password

EE\-'E'F':.-' ke nesded

' |

|| Use master password to protect saved passwords

[+] Enable Fraud Protection

Manage certificates. .,

Toolbars
Shortcuts
Voice

Security prokocals, .

J

Trusted \Wehb Sites, .,

]

Aubo-update

|r'-.lu:|tify me about available updates

hf |

Paradas sertifikatu parvaldibas logs (3. attéls).

5. lzvéléties cilni (tab) Authorities.

6. Saraksta izvéléties AddTrust External CA Root un klikskinat Import.

2. attéls
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Personal | Authorities | Intermediate | Approved | Rejected

“ Certificate Authority | Wiew, ..

AddTrust External C4 Rook N
COMODD Certification Authority ﬁj

DigiCert High Assurance EY Rook CA - -
Entrust 2045 Secure Server Certification Authority l Irnpart... J

Entrust Global Secure Server Certification Authority —E :
wpart,.,
Entrust Rook Certification Authority P

Entrust Secure Server Certification Authority

Equifax Secure Certificake Authority

GaeaTrust Primary Certification Autharity

GlobalSign Rook CA

alobalSign Roaok C4& - B2

GTE CvberTrust Global ook

Thawte Premium Server CA

thawte Primary Rook 4

Thawte Server Ch

Walicert Class 2 CA

Verisign Class 3 Public Primary Certification Authority

Certificate Authorities certify the identity of \Web sites

3. attéls

Paradas sertifikata importa logs (4. attéls).
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Laak, jr: |EM_I,I Documents O & .

= |hebocuments E3 E-ME 551 (RCA)cer
[CTIE-ME Kierts un Gemsafe

My Recent ?E”VS—LP
C'ocuments ICFiddlerz

OInstaII
@ Knnwledge Base

ICILYRTE

gl"-“lans P
1 Manuals, Fa
I,.-E":T IChopenssl

%Persunal
ﬁscripti
fﬁcripts

? ﬁSewers
|aUkilities priek? Production

by Camnputer

q File name: |E-ME 551 [RCA) cer . Open |
e

4. attéls

<

My Network | Files of type: X503 [".cal

<]

7. lzvéléties saknes sertifikata failu un klikskinat Open.

Paradas sertifikata instalacijas dialoglodzing (5. attéls).

InEtallicertificate

<lacalhost =

Certificate authorities certify the identity of Web sites. You should
only install certificate authorities from sites waou trosk,

Inskall khis certificate authority?

E-ME 551 (RCA)

5. attéls

8. Klikskinat Install.
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Paradas apstipringjuma dialoglodzinsg (6. attéls).

Are you sure woll want ko trusk this issuer?

6. attéls

9. Klikskinat OK.
Sertifikats paradas saraksta.
10. Noklikskinat uz sertifikata saraksta un klikskinat View.

Paradas dialoglodzing ar sertifikata informaciju (7. attéls).

~Certficate Authortty | e

AddTrust External CA Rook
COMODD Certification authority

DigiCert High Assurance EY Rook Ca

Authorities _Intermediate Approved Rejec!:ed

ecure Server Certification Authority
Entrust Global Secure Server Certification Authority

NEFUS

Entrust Root Certification Authority

Entrust Secure Server Certification Authority
Equifax Secure Certificate Authority
GeaTrust Primary Certification Autharity
GlobalSign Roat CA

Global3ign Root 4 - R2

Cedificate  E-ME 351 (RCA)
Mame Serifikaciias pakalpojumu dala
Ly

GTE CyberTrust Global Root [E5UEr E-ME Z51 (RCA) )
L Thawte Pramiun Sarver Ci Serifikaciias pakalpojumu dala
L

thawte Primary Rook CA
Thawte Server CA
Yalicert Class 2 Ca

Certificate
wErsion

5}

Serial
number OxZE EF DE FE D& 8% 3D 8F 4% 1C 33

7Z FE 45 DF
RTh |

[«] m »| g

Allow connections ko sites using this certificate

Certificate Authorities certify the identity of Web

@Warn me before using this certificate

7. attéls
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11. Nonemt atzimi no izvéles rotinas Warn me before using this certificate.
12. Klikskinat OK.

13. Sertifikatu parvaldibas loga klikskinat OK.

14. Parlokprogrammas parametru iestatisanas loga klikskinat OK.

15. Aizvért parlokprogrammu un atvért to no jauna.
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3. Imports parlokprogramma Mozilla Firefox

3.1. Vispariga informacija

Parlokprogramma Mozilla Firefox, atverot vala interneta lapu, kuré ir izmantots

parlokprogrammai nepazistams SSL sertifikats, tiek paradits bridingjums (8. attéls).

This Connection is Untrusted

&

| ou have asked Firefox to connect securely bo www.e-me.by, but we can't confirm that your
connection is secure,

Maormally, when you bry ko connect securely, sikes will present trusted identification to prove that vou
are going ko the right place. Howevwer, this site's identity can't be verified,

what should I Do?

If ywou usually connect ko this site without problems, this error could mean that someone is trying ko
impetsonate the site, and you shouldn't continue,

Get me out of here!

Technical Details

I Understand the Risks

8. attéls

Drosibas apsvérumu dél apiet $o bridingjumu nav ieteicams. Lai korekti tiktu izveidots
savienojums ar attiecigo lapu, ir jaizpilda soli, kas aprakstiti sadala 3.2. Saknes

sertifikata imports.

3.2. Saknes sertifikata imports

Piezime: Lai veiktu 30 procediru, saknes sertifikatam ir jabot pieejamam lokali.
Saknes sertifikatu lejupielades adreses skatit sadala 1.3. Par saknes

sertifikata nepieciesamibu.
Lai importétu saknes sertifikatu parlokprogramma Mozilla Firefox, rikoties sadi:

1. Palaist Mozilla Firefox.

2. Klikskinat Tools -> Options.

© VAS “Latvijas Valsts radio un televizijas centrs”, 2010
Lappuse 11 no 15



Opera un Mozilla Firefox

Paradas parlGkprogrammas parametru iestatisanas logs (9. attéls).

0TS 31

General Tabs Conkent  Applications  Privacy  Security  Advanced

General | Metwark || Update | Encryption

Protocols
Use 55L 3.0 Use TLS 1.0

Certificates
When a server requests my personal certificate:

i) Select one automaticaly (&) Ask me every time

| VWiew Certificakes

Iﬂevncatian Lists] I Yalidakion I ISecurit':.f Devices

[ K ] [ Cancel ] [ Help

9. attéls

3. Klikskinat uz View Certificates.
Paradas sertifikatu parvaldibas logs (10. attéls).
4. lzvéléties cilni Authorities.

5. Klikskinat Import.
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¥

w Certificate:Manager:
2!

aE

Vour Certificates | People | Servers | Authorities | Others |

Certificate Mame

Global Chambersign Rook

=l AddTrust AB
AddTrust External Ca Fook
AddTrust Class 1 CA Fook
AddTrust Public CA Roaok
AddTrust Qualified A Rook

=l America Online Inc,
America Online Roak Certification Autharity 1
Armerica Online Raot Certification Autharity 2

=180 Tirme Warner Toe.

‘fou hawve certificates on File that identify these certificate autharities:

Security Device
Builtin Object Taken

Builtin Object Taken
Builtin Object Token
Builtin Object Taken
Builtin Cbject Token

Builtin Object Taken
Builkin Object Taken

i B2 =3

[<]

Paradas sertifikata importa logs (11. attéls).

10. attéels

selectiblecontanng Chicertificatels  tosmpont:

ag|

Lok jn: ||’:i by Documents

i |iDownloads

b.b |Ciebocuments
My Fecent |CZ)E-ME Kierts un Gemsafe
Documents | 3¥Enys_|p

= beiddIerz

@ @Install
@Knnwledge Base
[CILvRTC

| “dManspC
'_j ‘ '|j|"-'1a|'|ualsJ Fac

Dezktop

My Docurnents | L) OpensS
| %Persunal
—— [ scripti
gj ¥ eripts
- J,-__:;lServers
by Camnputer
- File narme: E-ME S5I [RCA).cer
My Nebwark Files af twpe: Certificate Files

B O & &

< <]

11. attéls
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6. lzvéléties saknes sertifikata failu un klikskinat Open.

Paradas sertifikata instalacijas dialoglodzing (12. attéls).

' e et o 1 o
Dol s Cape)flesii= La]

¥ou have been asked to trust a new Certificate Autharity (CA),

Do wou wankt bo trust "E-ME 551 (RCAY For the Following purposes?

Trust this CA ko identify web sites,

Trust this €A to identify email users,

Trust this CA to idertify software developers,

Befaore trusting this CA For any purpose, wou should examine its certificate and its policy and
procedures (f available),

Wigw Examine CA certificate

(]4

l Cancel

12. attéls

7. Atzimét $adas izvéles rotinas:

0 Trust this CA to identify web sites
0 Trust this CA to identify email users

0 Trust this CA to identify software developers
8. Klikskinat OK.
9. Sertifikatu parvaldibas loga klikskinat OK.
10. Parlokprogrammas parametru iestatisanas loga klikskinat OK.

11. Aizveért parlokprogrammu un atvért to no jauna.
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Alfabétiskais raditajs

s imports Mozilla Firefox, 11
imports Opera, 5
saknes sertifikats, 4
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